grez

| qrc report

n'- ’

1 Risk Is 0ur Busmess

Charting Your Course in Modern Risk Management G

-~ RIGK15 OUR
BUSIIESS

PODCAST




Risk management is navigation, not avoidahce .
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800 Years Ago:

The Ship Cannot Stay in Port
+ 1

“If the highest aim of a captain were to preserve "
his ship, he would keep it in port forever.”

— Attributed to Thomas Aquinas
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Every Enterprise Is a
Starship of Risk

The organization is always in motion.

Every enterprise moves through uncertainty. The role of risk management
is not to keep the ship in spacedock, but to keep the bridge, engines,
sensors, shields, crew, and mission aligned

BRIDGE ENGINES SENSORS SHIELDS MISSION

URN UNCERTAINTY
TO PROGRESS




FURTHER
TOGETHER

The Prime Directive of |
Risk Management ‘ 3 @

Risk exists to inform decisions,
set objectives, and reliably
achieve objectives.

Use risk intelligence to make better decisions

DECISIONS

BOR
A} ST § OBJECTIVES
and reliably achieve objectives.
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INTELLIGENCE DECISIONS OBJECTIVES MISSION
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Risk Culture vs. Risk Appetlte

They are related but not the same.

THINK

Risk Culture

QUALITATIVE

BEHAVE

(@)

How people think and behave  CHALLENGE

under uncertainty
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ESCALATE
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MINDSET BEHAVIOR ESCALATION CHALLENGE

Risk Appetite

QUANTIFIED

Defines acceptable variation
in pursuit of objectives.

APPETITE @ = Jll

THRESHOLDS TOLERANCE LIMITS

MEASURES

FURTHER
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The Risk Appetite Challenge b

Organizations do not have an appetite for risk.
| They have an appetite for value.
llll @ @ c°8%
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EXPAND QPPORTUNITY CREATE WHAT'S NEXT STRENGTHEN FOR TOMORROW EARN AND KEEP TRUST
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Enter new markets Pursue new technologies Build redundancy Maintain cal standards
Invest in capabalities Fund R&D Enhance cybersecurity e xeholder trust

Scale operations Test and learn Increase operational resilience Protect brand and license to operate

We make a decision, set an objective,
and establish value appetite and tolerance
around that objective.

Risk appetite is
specific, not generic.

Risk is the
effect of uncertainty on objectives.
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Risk and Resilience:
Two Sides of the Same Mission

Risk sees uncertainty; resilience sustains capability.

NAVIGATE

PLAN THE COURSE
SENSE

SEE UNCERTAINTY
ASSESS
UNDERSTAND IMPACT

RISK MANAGEMENT ASKS:
what could happen, what does
it mean, and what should we do?
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DECIDE
CHOOSE A RESPONSE
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RESILIENCE ASKS:

can we continue, adapt, recover,
and still deliver when disruption
happens?

ADAPT

ADJUST AND RESPOND

Risk without ressilience
becomes analysis
without capability.

Together, they create mission confidence.

FURTHER
TOGETHER

DELIVER
ACHIEVE
THE MISSION

CONTINUE
MAINTAIN MOMENTUM

RECOVER
RESTORE CAPABILITY

Resilience without risk
becomes activity
without direction.
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Three Levels of Risk & Resilience

Strategic, objective, and operational risk & resilience work together across the mission.

Strategy /

sets
objectives

Objectives
guide

operations ——"  PEOPLE
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A Strategic Risk & Resilience
Decisions « Strategy » Setting Objectives

COMMANTE —

Objective Risk & Resilience
Achieving Objectives

SYSTEMS SUPPLY CHAIN

FACILITIES
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{E} Operational Risk & Resilience
Processes « People « Technology « Third Parties « Facilities « Data

Strategic direction shapes objectives. Objectives coordinate operations.

Together they form one enterprise mission.

>
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VISION
PRIORITIES

RISK APPETITE
MISSION SUCCESS

Objective
performance
informs strategic
decisions

PLANS
MILESTONES
PERFORMANCE
ADAPTATION

Operational reality
informs objective
performance

RELIABLE OPERATIONS
RESILIENT SYSTEMS
SKILLED PEOPLE
TRUSTED PARTNERS

INSIGHT
TODAY

A BRIGHTER
TOMORROW
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Strategic Risk & Resilience

Direction, decisions, and setting objectives.

Markets
A
CLEARER
TOMORROW
TOGETHER

Sense Change

DETECY SIGNALS
AND TRENDS

Innovation . Competition

Geopolitics v 9.
d »

" y STABILITY & o TECHNOLOGY & /..o RIVALS &

{

, UNCERTAINTY DISRUPTION '.‘ NEW ENTRANTS
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Regulation
POLICY &
COMPLIANCE

A BROADER PERSPECTIVE
A STRONGER TOMORROW

P

Set Objectives

TURN STRATEGY

Choose Priorities Adjust Course

rocus

Set Direction

DEFINE AMBITION
AND PATH

Assess Scenarios

EXPLORE
POSSIBILITIES

LEARN

FOR IMPACT INTO OUTCOMES AND ADAPT

Resilience at this level:
the ability to adapt the course
without losing the mission.

Risk at this level:
the effect of uncertainty on
strategy, decisions, and objectives.

Capital

FUNDING &

FURTHER
TOGETHER

ENVIRONMENTAL
SIGNALS
INFORM
STRATEGIC

CHOICES

STRATEGIC
QUTPUTS

&6 Vision

— Priorities

O Risk Appetite

c Resource
Allocation

* Mission Success
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Objective Risk & Resilience

Every objective has its own appetite, tolerance, and boundaries.

ALIGN
INNOVATION PRIORITIZE
N A =R arget MAKE DECISIONS
EVERY OBJECTIVE . % /10 new solutions (3 yrs) DELIVER IMPACT
ITS OWN MISSION, -~ e
! Higher

GROWTH

+15% revenue (3 yrs)

Appetite

Higher

Tolerance Rang

-5% to +25%

Boundaries
DIFFERENY Ethical, financial,
SAFECTIVES regulatory limits
DIFFNGERT

RISK APPETITES " : i
petendGahih i < TRUST \ R e “~ %X RESILIENCE

Tol 2 Range
-30% to +50%
Boundaries

Safety, compliance,
mission alignment

A STRONGER

MISSION J Terget ~ y —ebemsettS 3 /
> 90% stakeholder trust ™~ = e z \ A > 99.5% mission uptime

Appetite

Targot
arge

Aratit
A etite
Appetite

{——e
Low

Low DIFFERENT MISSION ¢

nce Range DIFFERENT RISK A T £ES Tolerance Range

1o +598% A STRONGER TOMORROW : -0.5% to +2%
Boundaries

R b A 3 aq o & Operational, cyber,

OBJECTIV : ‘ PROCESS people, supply chain

Boundanes
Legal, ethical,
reputational limits

O+ @D+ @D+ —®

Make Set Define Set Monitor Adapt Achieve
Decision Objective Appetite Tolerance Performance Objective

@ Risk at this level: Resilience at this level:

the effect of uncertainty on each objective. the ability to continue, adapt, and recover
while pursuing objectives.

INSIGHT
TODAY

A BRIGHTER
TOMORROW
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FURTHER

Operational Risk & Resilience e

The capability of the enterprise to operate, absorb disruption, and recover.

OPERATIONAL

)N CONTINUITY
People

The crew

'EQPLE SAFE
SERVICES ON

Technology Data

The engines The sensors

How we work, make decisions Systems and infrastructure

power operations

Processes

The operating procedures
Skilled, pr epared

and empowered people and deliver ¢ Information enables
keep operations running situational awareness
and decision-making

Third Parties

The communications

Facilities
The cargo & infrastructure

Controls el R
. . s i GREATER RESILIENCE
The shields & life support :

Suppliers, partners and
external services extend

our capabilities

Physical locations and assets

Policies, monitoring and assuwrance
anable operations

protect operations and maintain
'..L’u-, resilient performance

ORROWS

Detect Respond Continue Recover Improve
identify and ‘> Toke action to ——) Sustain critical -9 Restore full capabainy %
manage impact I

understand discuption operations and services as quick

Learn and strengthen

ly as possible for the future

Risk at this

nce at this level

the effect of uncertainty on operations, services, and critical dependencies the ability 1o sustain capability through disruption A BRIGHTER

TOMORROW
— Operations keep the mission flying




PEOPLE / PERSPECTIVE / DISCIPLINE /

A BRIGHTER TOMORROW

The Enterprise as a Closed Loop

Strategic, objective, and operational risk & resilience form one continuously adapting system.

Strategy
sets direction

HOLDER
SRS Strategy

STRONC - v
stebisdadi sets objectives

TOGETHER

Objectives
translate direction
into outcomes

Objectives
guide operations )
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Strategic Risk & Resilience

Direction « Decisions « Strategy « Setting Ob}ectivns’/

ERPRISE DIRECTION —

Objective Risk & Resilience

Objectives « Appetite - Tolerance « Performance >
. >
OBJECTIVE 4

SUPPLY CHAIN e
. FACIUYIF§

——
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Objective
performance
reshapes strategy

P I ——
( Operational reality

informs objective
performance

|
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Performance & R

disruption feed

¥ intelligence back
piiaa®, upward
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VISION
PRIORITIES

RISK APPETITE
MISSION SUCCESS

PLANS
MILESTONES
PERFORMANCE
ADAPTATION

RELIABLE OPERATIONS
RESILIENT SYSTEMS
SKILLED PEOPLE
TRUSTED PARTNERS

=" y , @ Operational Risk & Resilience
Sperstoas : Processes « People « Technology « Third Parties « Facilities » Data
deliver capability RIS P : ay _ .

SE OPERA i INSIGHT

TODAY
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Risk & resilience are not three layers. They are one continuously adapting system. A BRIGHT
A resilient Enterprise senses, decides, acts, learns, and adapts. :'“""'p”w
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Homeostatic Risk & Resilience R
Management

The organization senses, understands, simulates, decides, acts, verifies, learns, and adapts.

SENSE

Like a living : / @ detect change ;
organism, the "
enterpri ADAPT UNDERSTAND a3
prise : : A
> rebalance and ’ turn signals into :

continuously strengthen intelligence
senses change,

detects stress,

adjusts, verifies / S - \
outcomes, and LEARN @ ; - SIMULATE

maintains stability  measure impact explore possible

while moving i futures
forward. '/’T——

VERIFY DECIDE
continuous choose the best
assurance response

ACT ' e -
implement i ¢ -
and mobilize

This is not annual ERM. It is continuou
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Agentic Al: The System of Risk Intelligence —

DISCIPLINE

[ ABRIGHTER TOMORROW

Sensors become intelligence.

i

Agentic Al —

continuously
monitors internal
and external signals,
connects the dots,
and tells leadership
what matters,

why it matters,

and where
decisions are
needed.

SIGNALS

Regulatory
Change

Geopolitical
Events

Third-Party
Signals

Cyber

Vulnerabilities/
ContrOI /

Performance

Incidents

FURTHER
TOGETHER

Audit Findings
Complaints
Business Metrics
Market Change

Al / Model Signals

N\

"*w Jv- Operational Metrics

- — "
~ "ty

\\._\
CONTEXT )
%

\
RELATIONSHIPS

The value is not more data. It is connected int

N e
IMPACT >\ INTELLIGENCE
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Digital Twins: The Risk Holodeck

Simulate the mission before reality tests the Enterprise.

FURTHER
TOGETHER

& L e ""“\) ‘ Cloud Region Failure J

Digital twins allow ; EXPLORE. TEST. PREPARE.
the enterprise

to model scenarios,

explore alternatives,

and understand

potential impacts

before they

become reality.

OBJECTIVES +» PROCESSES +» TECHNOLOGY #» THIRD PARTIES +=»

DO NOT WAIT FOR REALITY TO RUN THE SIMULATION.

P
L2y

®
|

w

supplier Collapse

Geopolitical Disruption

Regulatory Change

@

N

CONTROLS

Al / Model Failure j

Cyberattack

FINANCIAL
— CUSTOMER
REGULATORY
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Agentic Al: The System of Risk Action - —

Intelligence must move the Enterprise.

—
| ||I Intelligence ‘ Recommend control adjustments
[

A starship bridge | from signals 4

does not stop e £ AGENTIC Al

at awareness. ( @ Scenario results

It acts. Agents |

can recommend, -

initiate, and execute ( O Risk & resilience
\

Launch assessments

from digital twin
Trigger resilience playbooks

. Jotl o | Route and escalate issues
actions, within policies

governed boundaries, ( _

to keep the mission | g3 Business
] [ priorities

on track.

Agentic does not (@ Governance
mean unaccountable. | boundaries

RECOMMEND
INITIATE

ORCHESTRATE : ,
ESCALATE N Update risk models and scenarios

Prepare executive briefings

Monitor outcomes

From insight to action. From risk to mission confidence.
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The Homeostatic Enterprise A

Risk and resilience become a contlnuous learning system.

The Enterprise senses Sﬁﬁffof Risk
its environment, / Intelligence
understands what ADAPT ™S ‘ UNDERSTAND

turn signals into
intelligence

matters, simulates adjust and
possible futures, strengthen
decides and acts.

Continuous assurance / : e —

verifies impact. LEARN =% =3 x
The organization measure : [ vy ; s/ SIMULATE
learns and adapts. outcomes -~ - - Digital Twin /
Then the cycle ‘ - [ &8 Risk Holodeck

begins again. ONTINUOUS A
Did it work?

Did risk actually change?
DECIDE
choose the

Did resilience improve?
Did the objective remain \
on cour:.cij’ VE,RIFY response
Continuous
. = Assurance : .
] ACT e -3

System of
Risk Action

This is not annual ERM. It is a continuously sensing, «
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Mission Confidence . —

The goal is not risk avoidance. The goal is to pursue objectives with intelligenée, resilience, and purpose.

Risk management is not - — A HIGHER
about preserving the ship . . e ; : . :?iin
in port. It is about charting SR - ‘ b ; TOGETHER
the course, understanding -

uncertainty, building

resilience, making

decisions, and boldly

achieving objectives.

O-@-@ @@ P~T0{(D)

STRATEGY OBJECTIVES OPERATIONS INTELLIGENCE SIMULATION ACTION

set direction define what deliver understand

ASSURANCE ADAPTATION

explore possible move the verify learn an MISSION
matters capability change futures enterprise outcomes strengt ”C"‘ CONFIDENCE

FROM RISK TO RESILIENCE. FROM INTELLIGENCE TO ACTION. TOWARD MISSION

S AMNEIREAAE
ON CONFIDEN(
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